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Learning Objectives
• Distinguish among general models, conversational assistants, and coding agents
• Run an agent safely — permissions, secrets, approval gates
• Use AGENTS.md to define project rules and boundaries
• Apply a disciplined process: 

Brainstorm → Specify → Plan → Execute & Monitor
• Apply a disciplined data science lifecycle: 

question → data → EDA → modeling → communication
• Manage context — clear, compress, hand off



NC TraCS Institute

The Vibe Coding Problem
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The Core Principle

• Pre-AI bottleneck: implementation
• Post-AI bottleneck: specification, direction, review

You are now an architect, a specifier, and an auditor

AI accelerates development in a direction.
You decide the direction.
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Vibe Coding

Build a website that creates a shareable task 
manager
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Vibe Coding

• Agent produces a complete app in minutes
• What framework? Auth model? Tests?
• Can you explain every architectural decision?
• Code runs — but you didn't direct it

Build a website that creates a shareable task 
manager
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This is Vibe Coding

• Feels productive
• Produces output
• Accumulates visible and invisible risk

The code runs. But you didn’t choose the architecture or the 
underlying requirements
.
You inherited it from a probabilistic model.
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What Actually Changes
Pre-AI
Bad process → slow failure
Good Process → steady delivery

Post-AI
Bad process → fast failure
Good Process → accelerated delivery
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The Standard
If you cannot explain the architecture, behavior, and 
risks of the code the agent wrote, you do not 
understand the system well enough to ship it.
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Tool Landscape &
Safe Operation



NC TraCS Institute

The Tool Types
General model — helps you think
Conversational assistant — helps you think interactively
Coding agent — helps you think and act

Why this matters:
• they support different stages of the workflow 
• they use context differently 
• they create different kinds of risk 

Takeaway:
As capability increases, so do agency, speed, and the need for discipline.
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General Model
Large Language model without repository tools.

It cannot directly:
• inspect your repository 
• run tests 
• edit files 
• execute commands

It can:
• explain 
• summarize 
• reason 
• draft text 
• suggest examples 

Only knows what you give it.
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Conversational Assistant
LLM embedded in a chat environment with additional 
capabilities.

Best use:
• brainstorming 
• specification drafting 
• prompt generation 

Adds:
• back-and-forth refinement 
• session continuity 
• iterative clarification 
• prompt improvement 
• reusable session 

summaries
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Conversational Assistant Prompts
Meta-prompting:

Ask the assistant to generate a prompt for a specific 
purpose. Then review the generated prompt.

Write a review prompt I can use to evaluate a 
software specification for ambiguity, missing 
requirements, hidden assumptions, security 
risks, and testability gaps.
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Conversational Assistant Prompts
Brainstorming:

Help me think through this idea step by step. 
Ask one question at a time and use my answers to 
uncover missing requirements, constraints, edge 
cases, and design decisions. At the end of this 
process, we will create a <DELIVERABLE>.

Here is the idea:
<IDEA>
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Conversational Assistant Prompts
Session Summaries / Handoffs:
Ask the assistant for a short summary you can reuse 
later

Write a short handoff summary for this 
session that I can paste into a new chat. 
Include the goal, decisions made, open 
questions, constraints, and next steps. Keep 
it concise, specific, and focused on what 
will matter next.
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Coding Agent
Connects the model to tools and an execution environment.

Capabilities:
• read files 
• edit code 
• run tests 
• inspect outputs 
• search the codebase
• install dependencies
• access the network
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The Coding Agent Landscape
• Claude Code
• Codex
• Gemini: CLI, Code Assist, …
• GitHub Copilot Pro
• OpenCode
• …
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Safety Model & Permissions
Agents can:
• Read and modify files
• Install dependencies
• Run shell commands
• Delete directories
• Access the network
• Introduce vulnerabilities
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OWASP LLM Top 10

https://genai.owasp.org/llm-top-10/
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Rule #1: No Secrets in Context
Never paste or allow the agent to read:

• System credentials:
• API keys
• Tokens
• Passwords

• Customer data / Protected Health Information
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Rule #2: Least Privilege
Scope the agent to:

• The current repository / workspace
• Necessary directories only
• Network disabled unless required

Avoid:
• Home directory access
• Global system access
• Agent configuration(s)
• Credential stores
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Rule #3: Approval Gating
Before allowing an agent to:

• Install dependencies
• Enable network access
• Run migrations
• Delete files
• Modify auth or encryption logic

You must explicitly approve it.

This is not friction. This is operational discipline.
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Security Critical Changes

• Authentication logic
• Permission systems
• Encryption or key handling
• Payment flows
• Data retention policies
• Production deployment configurations

Agents assist here – they do not decide.
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AGENTS.md
Your Project’s Constitution
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Why AGENTS.md Matters

• Without it: random toolchains, drift, violations
• With it: agent stays inside your boundaries
• Auto-loaded at session start

Every new session = a new developer with shell 
access who hasn’t read your wiki or README.md

ln –s AGENTS.md CLAUDE.md
Claude uses this instead
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AGENTS.md Should Contain
1. Environment & Tooling
2. Engineering standards
3. Security & escalation boundaries
4. Dependency policies
5. Definition of done

Concise • Actionable • Specific • Enforceable
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# Project Overview
CLI tool for anomaly detection on time-series CSVs.

# Environment & Tooling
- Python 3.12+
- Dependency management: uv (NOT pip or conda)
- Dependencies defined in pyproject.toml
- Lockfile (uv.lock) committed
- Run: uv run python -m app
- Tests: uv run pytest
- Lint/format: ruff check . && ruff format .

# Architecture 
The following architectural choices are fixed unless explicitly 
reviewed:

- Single-process CLI application
- No external database
- No network calls
- Standard library preferred over third-party packages
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AGENTS.md: What not to Include
Do NOT include:

• Full documentation
• Long style guides
• One-off task instructions
• Repetitive formatting rules already enforced by tools
• Directory structure

Every unnecessary word competes with task context.
If the agent can infer it, leave it out.
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The Development Lifecycle
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LLM Acceleration
Traditional With LLMs

Requirements → Architecture → 
Design (weeks)

Requirements + Architecture + Design 
(draft interactively in a single session)

Implementation (days/weeks) Implementation (minutes)
Testing written after code
(if at all)

Tests can be generated before or 
alongside code

Manual code review AI assisted first-pass review
Manual documentation / comments AI generated
Manual code understanding AI assisted understand and walkthrough
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What Does Not Change
• Architectural ownership
• Risk boundaries
• Security review
• Testing discipline
• Change control
• Accountability

LLMs compress development time; they do not remove responsibility



NC TraCS Institute

The Agentic Lifecycle: Greenfield

• Maps to SDLC: compressed, not discarded
• Giant prompts → giant diffs → giant bugs
• Each phase produces a persistent deliverable
• Spec Driven Development

Brainstorm → Specify → Plan → Execute & Monitor
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Phase 1: Brainstorm

• Conversation model, not coding agent
• Replaces long requirements and design meetings
• Gathering clarity, not outsourcing ownership

Ask me one question at a time so we can develop a thorough, step-by-step spec for this 
idea. Each question should build on my previous answers, and our end goal is to have a 
detailed specification I can hand off to a developer. Let’s do this iteratively and dig into every 
relevant detail. Remember, only one question at a time. 

Here’s the idea: 

<IDEA>

Source: https://harper.blog/2025/02/16/my-llm-codegen-workflow-atm/
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Phase 2: Specify

• Overview → Requirements → Architecture → Decisions → Status
• Records WHAT and WHY
• Bridges the memory gap between sessions
• As needed, split into multiple specifications

Now that we’ve wrapped up the brainstorming process, can you compile our findings into a 
comprehensive, developer-ready specification? 

Include all relevant requirements, architecture choices, data handling details, error handling 
strategies, and a testing plan so a developer can immediately begin implementation.

Source: https://harper.blog/2025/02/16/my-llm-codegen-workflow-atm/

Specification is not just documentation. It is control. 
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Specification Review
You are a senior software architect reviewing a developer-ready specification for an agentic coding system.
Evaluate whether the specification is: Clear, Complete, Consistent, Correct, Testable, and Unambiguous.

Identify:
• Missing requirements or underspecified behaviors
• Ambiguities or subjective language
• Inconsistencies or conflicting constraints
• Hidden assumptions or unstated dependencies
• Edge cases, failure modes, and security risks not addressed
• Gaps in data handling, error handling, and observability
• Testability and verifiability weaknesses

For each issue:
• Quote the problematic section
• Explain the risk
• Propose a precise improvement
• Conclude with a readiness assessment:

Is this specification safe to hand off to a reasoning LLM to generate an implementation plan? Why or why not?
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Phase 3: Plan
Draft a detailed, step-by-step blueprint for building this project. Then, once you have a solid plan, break it down 
into small, iterative chunks that build on each other. Look at these chunks and then go another round to break it 
into small steps. Review the results and ensure the steps are small enough to implement safely with strong 
testing but large enough to move the project forward. Iterate until you feel the steps are the right size for this 
project.

From here, you should have the foundation to provide a series of prompts for a code-generation LLM that will 
implement each step in a test-driven manner. Prioritize best practices, incremental progress, and early testing, 
ensuring no big jumps in complexity at any stage. Make sure that each prompt builds on the previous prompts, 
and ends with wiring things together. There should be no hanging or orphaned code that isn't integrated into a 
previous step. At each prompt, provide ways for the human to validate the implementation.

Make sure to separate each prompt section. Use markdown. Each prompt should be tagged as text using code 
tags. The goal is to output prompts, but context, etc is important as well.

<SPEC>

Source: https://harper.blog/2025/02/16/my-llm-codegen-workflow-atm/
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Planning Notes
• It’s not “implement everything”.
• Use a reasoning LLM 

(GPT-5.2 Thinking, Opus 4.6, Gemini 
Thinking/Pro)

• Save output to prompt_plan.md
• Optionally, create a todo.md to track completion
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Phase 4: Execute and Monitor
For each prompt, copy into the coding agent, review, and commit

Monitor at three levels:
1. Behavioral

• Do tests pass?
• Does behavior match acceptance criteria?

2. Architectural
• Did the agent drift from frozen decisions?
• Did new dependencies appear?
• Did network access creep in?

3. Diff-Level
• Source changes
• Dependencies
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Monitoring questions to ask continuously
• Does the output match specification.md?
• Are tests passing?
• Did we accidentally add or change dependencies?
• Is the diff reviewable, or has it ballooned?
• Am I "over my skis"? 

(Moving so fast I've lost track of what the code does)
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The Agentic Lifecycle: Maintenance

• If necessary, force the agent to deeply understand the relevant portions of the 
code base through a “research” prompt

• Use the “plan” mode of the coding agent
• Can adopt the “ideation” prompt
• Add to prompt: Ask questions rather than make assumptions
• Allows the agent to discover applicable context in the code

• Review the plan
• You may want to save the plan
• Can have the plan update AGENTS.md and specification.md

• Execute

Plan → Execute & Monitor
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Research Prompt

• Build understanding before action
• Prevent assumptions
• Respect existing architecture and conventions
• Create a reviewable artifact

https://boristane.com/blog/how-i-use-claude-code/

Goal: Make the agent understand the existing system 
before proposing changes

https://boristane.com/blog/how-i-use-claude-code/
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Research Prompt Template
Study [feature / subsystem / folder] in depth before making any changes.

Your goal is to understand:
• what it does
• how the flow works end to end
• which files/modules are involved
• data models, APIs, and dependencies
• important conventions, assumptions, and edge cases
• likely bugs, risks, or areas where changes could break the system
• Read all relevant source files, not just entry points. Do not suggest implementation yet.

When you are done, write a detailed research.md that includes:
1. system overview
2. key files and their roles
3. control/data flow
4. important constraints and conventions
5. risks / bugs / unanswered questions
6. implications for future changes



NC TraCS Institute

Planning Mode Risks

• Skipping specification.md, including updates
• Letting plans remain ephemeral
• Jumping straight from reasoning to execution

Planning Mode generates design proposals.
The repository stores design commitments.
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LLM Model Tier Strategy
Use strong reasoning models for:

• Spec generation
• Architecture planning
• Security review
• Diff auditing

Use faster/cheaper models for:
• Implementation
• Refactors
• Test scaffolding
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Why this Lifecycle Works
LLMs allow us to:

• Collapse Requirements + Design drafting
• Generate Implementation rapidly
• Automate first-pass review

But we still have accountability

Speed without discipline creates chaos.
Speed with structure creates leverage.
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Data Science with Agents
Balancing speed versus rigor

Discipline. Artifacts. Review.
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Data Science

Clarify 
Question

Understand 
and Validate 

Data
Exploration

Interpret Findings 
and Refine 
Hypothesis

Determine Next 
Steps

Distributional

RelationalStructural

Comparative Communication

Modeling
Data / Process 

Redesign

Refinement

Next Steps:

Problem
Definition

Data Collection and 
Management



NC TraCS Institute

Data Science Gone Wrong

Clarify 
Question

Understand 
and Validate 

Data
Exploration

Interpret Findings 
and Refine 
Hypothesis

Determine Next 
Steps

Distributional

RelationalStructural

Comparative Communication

Modeling
Data / Process 

Redesign

Refinement

Next Steps:

Problem
Definition

Data Collection and 
Management

Answering the wrong question
Hiding assumptions

Superficial understanding

Incomplete data
Integrity issues

Losing lineage and metadata

Missing data quality issues
Mistaking artifacts for behavior

Chasing noise
Confusing correlation with 

causation

Hiding assumptions
Hiding logic behind the result

Generating persuasive nonsense
Overstating model performance

Imply false certainty
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Fast Discovery vs. Formal Process
• Natural tension between rigor and speed
• A quick throw-away EDA is often useful

• Understand the data
• Surface quality problems
• Refine the real question(s)

• Separate early discovery and finished analysis
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Agentic Data Science Lifecycle
• Specify: define the problem, scope, assumptions, and 

acceptance criteria
• Plan: break the work into small, verifiable tasks
• Execute: collect, clean, explore, model, and document
• Validate: check outputs against the spec, tests, and 

evidence
• Update: revise as understanding improves
• Iterate: repeat with better understanding

Documentation becomes both the source of truth as well as the agent’s long-term memory
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Two Prompt Series
• Not every task needs the same level of rigor
• Some prompts are tactical and reusable
• Some prompts establish a formal process
• Choose the level of structure that fits the work
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Prompt Library: Use at Any Point
• Reusable prompts organized by lifecycle phase
• Helps with specific tasks as they arise
• Supports iterative, non-linear work
• Quick progress without the full process overhead
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Spec-Driven Prompt Series: 
Formal by Design
• Specify before execution
• Plan in small, verifiable tasks
• Execute against the spec
• Validate against acceptance criteria
• Update as understanding improves
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What Does Not Change
• The human still owns the question
• The human still owns the standards of evidence
• The human still owns the review of findings and 

the decision to act
• The agent assists; it does not decide what is true
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The Analytic Standard
If you cannot explain the question, the data lineage, 
the assumptions, the validation logic, and the limits 
of the resultyou do not understand the analysis well 
enough to act on it
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Context Management
Performance, Not Housekeeping
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Context Includes
• AGENTS.md
• specification.md
• Files the agent reads
• Conversation history
• Your current prompt
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This Actually Means
• The model reasons over everything in context.
• More context ≠ better results.
• Smaller context = tighter reasoning.
• Irrelevant context degrades output.

Think of context as working memory — not storage.
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Layers of Memory
Layer Scope Example When to Use
Prompt Immediate task “Add input validation to 

the CSV parser to ensure 
dates are properly 
formatted as ISO-8601 
strings”

Current step only

Context Current session Files in view, recent 
conversation

Working memory for one 
session

Working 
documents

Current feature / 
analysis

Specification.md, 
prompt_plan.md, 
research.md

Persist requirements and 
plans across sessions

AGENTS.md Entire repository Standing rules, 
constraints, tools

Apply every time an agent 
works in the project
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When to Clear Context
• Switching tasks
• Starting a new lifecycle increment
• Finishing a major feature
• The agent begins repeating itself
• Responses degrade in precision
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The Session Handoff Technique
Before clearing:
Prompt:

Summarize what we accomplished, what remains in the plan, 
any architectural decisions made, and any open issues.

Save this to a scratch file
Clear
Paste the summary

Preserving continuity without token bloat – use in chat applications too!
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Context Anti-Patterns
Do not:

• Keep long conversations alive
• Mix unrelated tasks in one session
• Let the agent “remember” decisions not written to disk

• Conversation is ephemeral.

• Artifacts are durable.
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Exercise 1:
From Idea to Running Code
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Scenario: Temperature Analysis
Create a command-line tool that reads a CSV file of daily temperature readings, detects anomalies (days 
that differ by more than 2 standard deviations from a 30-day rolling average), and outputs:

• A list of flagged dates
• The magnitude of deviations
• A simple ASCII chart highlighting anomalies

Constraints:
• Must validate the schema
• Must explicitly handle missing values
• Must not silently drop rows
• Must include tests
• Must follow AGENTS.md guidelines
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Exercise Debrief
• What process did everyone follow?
• What went well?
• What didn’t go well?
• Was AGENTS.md followed?
• How many commits did you have?
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Commit Discipline
Version control: safety system for AI-generated code
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Commits are Different with AI
• The exact output may never reappear.
• The reasoning path is not deterministic.
• A bad change can cascade quickly.
• The agent can modify dozens of files at once.

If you lose AI-generated work, you do not “rewrite it.”

You start over.

Commits act as save points in a probabilistic process.
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The Commit Rhythm
1. Execute one prompt
2. Review the diff
3. Run tests
4. Run code checkers (lint, static analyzers)
5. Commit
6. Move to the next prompt

• Never batch multiple increments.

• Large diffs hide risk.



NC TraCS Institute

Commit Message Hygiene
Let the agent assist:

Generate a detailed commit message for this diff.

But verify it reflects reality.

Use prefixes:
feat:
fix:
refactor:
test:
docs:

Commit messages are part of your long-term memory system.  Can also use prompt titles from the plan.
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Branch Discipline 
Remains

• Working on a branch 
keeps the main branch 
clean.

• Branches allow safe 
experimentation

• Comparisons
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Git Worktrees
Multiple working directories from the same repo.
Why it matters with agents:

• Experiment without touching main
• Run parallel agent sessions
• Compare alternative implementations
• Sandbox risky changes

Main branch stays clean.
If it fails → delete the worktree.

Worktrees make aggressive AI experimentation reversible.



NC TraCS Institute

Exercise 2: 
Red Teaming Code
Practice auditing AI-generated code, catching problems, and recovery
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Planted Issues
# Issue Category

1 requirements.txt
instead of
pyproject.toml 

Toolchain 
compliance

2 SQL query built with 
f-string formatting

Security (injection)

3 Bare except: pass
swallowing errors

Error handling

4 Missing type hints on 
public functions

Code standards

5 Test that passes but 
asserts the wrong 
variable

Test quality

6 No .gitignore —
venv/cache would be 
committed

Git hygiene
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The Task
1. Agent review against AGENTS.md - Prompt:

Review this codebase against AGENTS.md for compliance. Check for: security 
issues, exception handling problems, test quality, dependency management, 
type hint coverage, and Git hygiene. For each issue, explain the risk and 
provide the exact file and line number.

2. Manual verification: Read the agent's findings. Cross-reference with the code. Did it catch all 
six? Did it miss any? Did it flag anything that's actually fine (false positive)? 

3. Fix the highest-severity issue using the agent: Apply the fix, run tests, commit.
Alternatively, go into planning mode, create a plan to fix all of the changes, and then implement 
the plan.

4. Approval gating practice: If the fix requires a dependency change, observe or practice the 
approval gate — the agent should pause and ask before installing anything.

Alternative: execute /simplify in Claude Code or /review in Codex
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Debrief
• What did the agent catch?
• What did it miss? 
• Did it generate any false positives?
• What does this tell you about AI as a code reviewer?
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Best Practices
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Planning Discipline
• Never skip the spec. Even 15 minutes of 

specification saves hours of rework. The spec is 
what separates vibe coding from engineering.

• Keep prompts small and sequential. Large prompts 
produce large bugs.

• Track progress in todo.md or the plan itself.
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Human-in-the-Loop
• Review every diff. If you can't explain what the 

code does, that's a red flag.
• Test constantly. Run the suite after every change. 

No tests? Write them first.
• You own the architecture. Database choice, API 

design, auth model, deployment strategy — these 
are yours, not the agent's.
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Security & Supply Chain
• Never paste secrets into prompts.
• Least privilege for filesystem and network access.
• Dependency additions require justification — prefer 

stdlib.
• Parameterize SQL. Avoid eval, exec, bare except.
• Keep network access off unless explicitly needed.
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Context Hygiene
• One task per session. Don't mix feature work, bug fixing, 

and refactoring.
• Use session handoffs at every boundary.
• Keep AGENTS.md lean — every unnecessary word 

competes with task context.
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Artifacts over Conversation
• Conversation is ephemeral

• Artifacts persist:
• AGENTS.md
• specification.md
• prompt_plan.md
• todo.md

• If it matters, write it to disk.
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Working with Existing Codebases
• Always work on a branch.
• Start with orientation: ask the agent to summarize 

the relevant code before modifying it.
• Incremental changes only. Don't ask the agent to 

rewrite a module wholesale.
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Warning Signs of Drift
If any of these happen:

• You can’t explain the code without rereading it line by line
• The agent is fixing what it previously broke
• Dependencies are growing unexpectedly
• Tests are passing, but behavior feels wrong
• You haven’t committed in a while

Stop.

Reset.
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The Key Take Aways
1. AI accelerates in a direction 
2. AGENTS.md is your project's constitution 
3. specification.md is your project's long-term memory 
4. Brainstorm → Specify → Plan → Execute

the lifecycle that prevents vibe coding.
5. Context is a resource
6. Commit after every working state
7. Review everything
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What Haven’t We Covered
• Agent Skills: https://agentskills.io/

• https://github.com/heilcheng/awesome-agent-skills
• https://github.com/obra/superpowers
• https://github.com/gsd-build/get-shit-done

• Hooks
• Model Context Protocol / Context Providers
• Subagent and Multi-agent Development

https://agentskills.io/
https://github.com/heilcheng/awesome-agent-skills
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The Standard
If you cannot explain the architecture, behavior, and 
risks of the code the agent wrote, you do not 
understand the system well enough to ship it.
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Backup Slides


